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Sign-ins, administrator actions and changes to production are logged centrally and kept for thirteen months.
Alerts for unusual activity go to the on-call engineer, who acknowledges them within fifteen minutes. Scope:
production and the identity provider. Cadence: continuous, with a monthly check that alerts still fire.
Evidence: the alert rule list and the monthly alert test.

Requirements met
NIST CSF: DE.CM-01
SOC2:CC7.2

Risks treated

BM-RSK-02 Ransomware on a laptop or server

Log entry 98 of Verification/events.jsonl
Entry hash (SHA-256) 5fe468de2ffbbbc70d02925¢c754a25076aa4847c3cb70aa4812fclb9afeb090c¢
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